Ipuioxkenune Ne2. UndopMaumoHHas maMATKA AJI 00y4al0MUXC JJIsl pa3MellieHUsl Ha
opuumnanbHbIX UHTEpHET-pEecypcax

C KaXXJpIM rOJJOM MOJIOJIEKH B MHTEPHETE CTAHOBUTHCA OOJIBIIE, a IIKOJIBHUKU OJHU U3
caMbIX aKTHBHBIX IOJb30BaTeneld PyHera. Mexmy TeMm, MOMHMO OrpPOMHOTO KOJIMYECTBA
BO3MOXKHOCTEH, HHTEPHET HEeceT W MpoOyieMbl. DTa maMsATKa JO0JDKHA MOMOYb Tebe Oe30macHo
HaXOJUTHCS B CETH.

Komnwvromepuvie supycoi

KomMmmbroTepHbiit BUPYC — 3TO pa3HOBUHOCTh KOMITBIOTEPHBIX MPOTpaMM, OTIUUYUTETHLHON
0COOEHHOCTBIO KOTOPOH SIBJISIETCSI CIIOCOOHOCTh K pa3MHOXEHHIO. B JomoiHeHHe K 3TOMy,
BUPYCHI MOT'YT MIOBPEAUTD WJIH MOJHOCTHIO YHUUTOXUTH BCe (DaiiiIbl U TaHHBIE, TOJIKOHTPOJIbHBIE
M0JIH30BATEINI0, OT UMEHH KOTOPOTO OblIa 3aIyleHa 3apaxxEHHas IporpamMma, a TakyKe MOBPEIUTh
WIHM Ja)Ke YHUYTOXKUTH OINEPAlMOHHYIO CUCTEMY cO BceMH (haiiiamu B 1eiaoM. B OonbiminHCTBE
CIIy4aeB pacHpOCTPaHSAIOTCS BUPYCHI UYEPE3 UHTEPHET.

MeToapl 3alUTHI OT BPEJOHOCHBIX MPOTPAMM:

1. Hcnonb3yii COBpEMEHHbBIE ONEPALMOHHBIE CUCTEMbI, UMEIOIIUE CEPHhE3HBIM YPOBEHD
3alIUTHI OT BPEJOHOCHBIX MPOrPaAMM;

2. IloctostHHO ycTaHaBinWBail mautu (IUQPOBBIE 3aIIATKH, KOTOPHIE aBTOMATHYECKH
YCTaHABIIMBAIOTCS C IENbI0 JOPAOTKH MPOrpaMMbl) U ApPyrue OOHOBJICHUS CBOEH
omepaoHHON cucteMbl. CKaunBai UX TOJIBKO ¢ O(DUIIMAIBHOTO CaliTa pa3padoTunKa
OC. Ecnu cymiecTByeT peXUM aBTOMAaTHIE€CKOTO OOHOBIJICHUS, BKIIIOYH €T0;

3. Paloraii Ha cBoeM KOMITBIOTEpPE MO MTpaBaMU IMOJI30BATENs, a HE aJIMUHHCTPATOpA.
DT0 HE O3BOJIUT OOJBIIUHCTBY BPEIOHOCHBIX MMPOTPAMM HHCTAJUIUPOBATHCS HA TBOEM
MEePCOHAIBHOM KOMIIBIOTEPE;

4. Hcnonb3yit aHTUBUPYCHBIE TPOTPAMMHBIE MPOAYKTHI U3BECTHBIX MPOU3BOAUTENEH, C

aBTOMAaTHYECKUM OOHOBJICHHEM 0a3s;

Orpannup pU3NUECKHil TOCTYN K KOMIBIOTEPY AJIsi MOCTOPOHHUX JIHII,

6. Vcmonp3yii BHENTHHUE HOCUTENN HH(GOPMAITUH, TaKUe KakK Quielka, JUCK Wik (hai u3
WHTEPHETA, TOJBKO U3 MPOQEPEHHBIX UCTOYHUKOB;

7. He oTkpbIBaii KOMMBIOTEpHBIE (HAMIIBI, TTOJYYCHHBIC M3 HEHAAEKHBIX MCTOYHUKOB.
Jaxe T1e (hailnpl, KOTOpbIe HpUCIaT TBOW 3HAKOMBIM. Jlydmie yTouyHM y Hero,
OTTPABIISII JIM OH TeOE HX.

N

Cemu WI-FI

Wi-Fi - 3T0 He BuA mepenayn JaHHBIX, HE TEXHOJIOTHS, a BCETO JIUIIb OpeH, mapka. Emie
B 1991 rony Hunepnanjackas xommanus 3apeructpupoBana opens « WECAy, uto o6o3Hadano
cinoBocodetanue «Wireless Fidelity», KOTOpBIii mepeBOAUTCS KaK «OECIIPOBOIHASI TOYHOCTHY.

Jlo Hamiero BpeMeHM Jouuia japyras a0OpeBuarypa, KOTOpas SIBISIETCS TaKOM ke
TexHoJIoruei. Dto abopeBuarypa «Wi-Fi». Takoe Ha3BaHue ObUIO JaHO C HAMEKOM Ha CTaHAAPT
BBICIIHH 3ByKOBOM TexHUKH Hi-Fi, 4T0 B mepeBoie 03Ha4aeT «BhICOKAsI TOUHOCTHY.

Jla, GecriaTHBI MHTEPHET-IOCTYI B Kade, OTeNsAX M a’pomnopTax SBISETCS OTIWYHOMN
BO3MOXKHOCTBIO BBIX0/1a B UHTepHET. HO MHOTHE 3KCIIepThI CUUTAIOT, 4TO o01ienoctynueie Wi-Fi

CETH HE SIBJIAIOTCS 0€30IIaCHBIMU.

CoBetbl 10 0€30MacHOCTH paboTe B 00MIETOCTYITHBIX ceTsix Wi-fi:



He mepenasaii cBoro nuuHyro uHboOpmaruio depe3 obmemoctynasie Wi-Fi cerw.
PaboTast B HUX, JKeJaTeIbHO HE BBOJUTD ITAPOJIH IOCTYIIA, IOTHHBI U KaKHe-TO HOMEpa;
Hcnons3yit 1 0OHOBIISI aHTUBUPYCHBIE MPOTPaMMBbI U OpaHaMayep. Tem cambIM ThI
obe3omnacuib celst OT 3aKaYKH BHPYCa Ha TBOE YCTPOUCTBO;

[Ipu ucnonp3zoBanuu Wi-Fi otkmoun ¢yskmuio «OO0mmit goctyn k daiinam u
npunTepam». JlanHas (QYHKIUS 3aKphiTa [0 YMOJYaHUIO, OJHAKO HEKOTOpbIE
MOJIb30BaTEIN aKTUBUPYIOT €€ /Il y100CTBa UCTIOb30BaHuUs B paboTe UM yueoe;

He ucnone3yit myOnuunsiii WI-FI nns mepenaum IM4YHBIX JaHHBIX, HApUMEp JUIS
BBIXOJIa B COIIMAJIbHBIE CETU WM B AJIEKTPOHHYIO MOUTY;

Nnone3yit Tonpko 3amuiieHHoe coequHenue uepes HTTPS, a ue HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO «https://»;

B wmoGuneHOoM Tenedone orkmoun  ¢yHkuuio «llomkmiouenme k  Wi-Fi
aBToMaTHyeckuy». He momyckail aBToMaTH4€CKOro MOAKIIOUEHUS YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cormnacusi.

COI/{I/lafleble cemu

ConuanbHbIe CeTH aKTUBHO BXOJST B HAIITY KU3Hb, MHOTHE JIFOAU PAOOTAIOT U KHUBYT TaM
nocTosiHHO, a B Facebook yike 3apeructpupoBaH MWLIHApP] YEIOBEK, YTO SIBISICTCS OJIHOMN
CebMOM BCEX JKHUTENeH IuaHeThl. MHOTHE TOJh30BaTEM HE MOHUMAIOT, YTO HHGOpMaIus,
pa3MelIcHHAas MU B COITMAIBHBIX CETSIX, MOXKET OBITh HalJIeHa W UCIOJIh30BaHa KEM YTOJHO, B
TOM YHUCJI€ HE 0053aTeNBHO ¢ OJIaTMMH HAMEPEHHSIMH.

OCHOBHBIE COBETHI 10 0E30IIACHOCTH B COLIUAJIBHBIX CETAX:

1.

2.

OrpaHnub CIUCOK Jpy3el. Y TeOs B APY3biX HE JOHKHO OBITh CIyYalHBIX H
HE3HAKOMBIX JIFOICH;

3ammimaid CBOKO 4YacTHYIO >ku3Hb. He ykaswiBaii maposn, tenedoHsl, aapeca, maTy
TBOETO POXICHHUS W APYTYIO IUYHYI0 HHPOPMAIUIO. 3JIOYMBIIJICHHUKA MOTYT
UCIIOJIb30BaTh Ja)ke MH(OpPMAIMIO O TOM, KaK Thl U TBOM POJUTENHU IUIAHUPYETE
MIPOBECTU KAHUKYJIbI;

3amuinaii CBO0 PENyTalHio - IEPKH €€ B YUCTOTE M 3aJ1aBail cebe BOMPOC: XOTe Obl
ThI, 4TOOBI APyTHE MOJBH30BATEIU BUJEIH, UYTO ThHI 3arpyxaems? I[logymai, mpexmae
9YeM YTO-TO OMYyOJIMKOBATh, HAMIUCATh U 3arPy3UTh;

Ecnu TbI rOBOpHILB C JIFOABMH, KOTOPBIX HE 3HAEILb, HE UCIIONIb3YH CBOE peaIbHOE UM
U APYTYIO JINYHYIO UH(DOpPMALMK: UMSI, MECTO KHUTEIbCTBA, MECTO YUeObl U MpOUEE;
N36erait pazmemenus ¢ororpaduii B MHTEpHETE, i€ THI M300pa)keH Ha MECTHOCTH,
10 KOTOPOH MOYKHO ONPEJEIUTh TBOE MECTOIIOIOKEHNUE;

[Tpu peructpaiuu B COMAIBLHON CETH HEOOXOAMMO UCTIONB30BATh CIOXKHBIC MAPOJIH,
cocrosmye u3 OykB v UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

Jlnst conManbHON CEeTH, MOYTHl M JPYTUX CalTOB HEOOXOJMMO HMCIIONB30BaTh Pa3HbIE
napoiu. Toraa eciau Te0s B3JIOMAIOT, TO 3I0YMBIIIJICHHUKY MOJIyYaT JOCTYH TOJIBKO K
OJIHOMY MECTY, a HE BO BCE cpa3y.

Dnexmponnvle OeHveu

DJNEeKTPOHHBIE JEHBIM — 3TO OU€Hb YIOOHBINA Croco0 IIaTexel, OJHAKO CYIIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JIE€HBIU.

BJ'IGKTpOHHBIe JCHBI'M ITOSABHJIMCH COBCEM HEAABHO WM HMMCHHO H3-3a 3TOI'O BO MHOTHX
rocyaapCTBax A0 CHUX MMOP HE MNPOMNHCAHO PO HUX B 3aKOHAX.



B Poccun xe oHu pyHKIIMOHUPYIOT M O HUX YK€ MIPOMUCAHO B 3aKOHE, TJIe UX pa3AessioT
Ha HECKOJIbKO BUJIOB — aHOHUMHBIE U HE aHOHUMHbIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOpBIX paspeliaercss MPOBOAUTH omepanuu 0e3 HIeHTU(UKAIUU [O0Jb30BaTeNsd, a B
HEAaHOHWMHBIX UACHTU(DUKAIIH TTOJIH30BATENS SBISETCS 00s13aTEIBHOM.

Taxoke cnenyer pa3nuyarh JIEKTPOHHBbIE (PUATHBIE JEHBIM (PaBHBI TOCYAAPCTBEHHBIM
BaJIIOTaM) U DJICKTPOHHBIC He(DUaTHBIC ACHBIH (HE PaBHBI TOCYIapPCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 110 6€301MacCHOM paboTe C INEKTPOHHBIMU JEHbIAMHU:

1. TlpuBspku K cueTy MOOWJIBHBIM TenegoH. ITo caMblif yIOOHBIA U OBICTpPBIM CIIOCOO
BOCCTAHOBUTH JOCTYN K cuery. [IpuBs3aHHBIA TenedoH MOMOXKET, eciau 3a0ylellb
CBOH IUIATEKHBIN MTApOJIb WM 3alIelIb HA CAlT C HE3HAKOMOI'O YCTPOMCTBA,

2. MHcnonw3yit ogHOpa3zoBbie mapow. [loce mepexoma Ha yCHIICHHYIO aBTOPHU3AIIUAIO TeOe
yKe He OyJIeT yrpokaTh ONMAacHOCTh KPaXXH WM NepexBaTa MIaTeKHOTO MapoJis;

3. BeiOepu cnoxubiii maposib. IlpectynmHukam OyAeT HE TPOCTO yrajaaTh CIIOMXKHBIA
naposb. HanexHsle mapoiam — 3To Mapoiiu, KOTOPbIE COEpKaT HE MEHEE § 3HAKOB U
BKJTFOYAIOT B CeOsl CTPOYHBIE M MPOIMCHBIE OYKBBI, ITU(GPHI ¥ HECKOIHKO CHMBOJIOB,
TaKWe KakK 3HaK Jojuiapa, pyHTa, BOCKIHMIATEbHbIN 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOM CBOM JIMYHBIC TAHHBIE HA CAaTaX, KOTOPHIM HE JOBEPSCILIb.

a]leKl’l’IPOHHCl}Z nouma

DNeKTpOHHAsS MOYTa — 3TO TEXHOJOTHUS U MPEOCTABISIEMBIC €10 YCIYTH 10 TIEPECHIIKE U
MOJTYYEHUIO JJIEKTPOHHBIX COOOIICHUH, KOTOpPBhIE PAaCHpPENENIIOTCS B KOMITBIOTEPHOH CETH.
OO0BI4HO 3JIEKTPOHHBIN IIOYTOBBIN SITITUK BBITIAAT CIEAYIOIIUM obOpazoM:
UMs_TIONB30BATeIA(@HUMs_TOMEHa. Takke KpoMe Tepeaadyd MPOCTOTO TEKCTa, HWMEeeTCs
BO3MOJKHOCTH TIepe1aBaTh (aubl.

OcHOBHBIE COBETHI IO 0€30MacHOM padoTe ¢ AMEKTPOHHOU MOYTOM:

1. Hago BbIOpaTh nmpaBUWIIbHBIN MOYTOBBIN cepBHC. B HHTEpHETE €CTh OrpOMHBII BBIOOP
OecIIaTHBIX MMOYTOBBIX CEPBUCOB, OJHAKO JIyUIe JOBEPATH TEM, KOrO 3HACIIb U KTO
IIEPBBII B PEUTHUHTIE;

2. He yka3biBaii B TUYHON TouTe JUYHYIO MH(popManuio. Hampumep, mydrine BeIOpaTh
«My3BIKaTBHBIN _(panaT@» mim «pok2013» BmMecto «remal3;

3. Hcnonb3yi IBYXATalHYIO aBTOPU3ALMIO. DTO KOT/Aa TOMUMO MapoJid HY>KHO BBOJUTH
KO/I, IpHUchLIaeMblil mo SMS;

4. BpiOepu CIOXKHBIA Maposb. s KaXKa0ro MOYTOBOTO SIIUKA JIOJDKEH OBITh CBOM
HAJICXKHBIM, YCTOMYUBBIN K B3JIOMY 1apOJIb;

5. Ecnu ectb BO3MOXXHOCTH HamucaTh CAMOMY CBOM JIMYHBINA BOIPOC, UCIHOIB3YH 3TY
BO3MO>KHOCTB;

6. Hcnonb3yll HECKOJBKO TMOYTOBBIX AIMMKOB. [lepBbIii IS YacCTHON NEPENUCKUA C
aapecaTaMH, KOTOPBIM Tbl JIOBEpSELIb. JTO JJIEKTPOHHBIM aJpec HE HaJo
MCIOJIb30BaTh MPU PErucTpanuu Ha popymax U cairax;

7. He oTkpsiBaii paiiiasl U Apyrue BIOKEHUS B MMUChMAax Ja)ke €CJIM OHH MPHUIIIIA OT TBOUX
npyseit. Jydie yTouHu y HUX, OTIPABIISIA JIU OHU TeOe 3T (aiibl;

8. Ilocne okoHUaHUs pabOTHI HA TOYTOBOM CEpBUCE MEPE]] 3aKPHITHEM BKJIAJIKH C CANTOM
He 3a0yab HaXXaTh Ha «BBIATHY.



Kubepbynnune unu eupmyanvrnoe uzdeeamenbCcmeo

KubepOynnuar — mpecinegoBaHuE COOOIMICHUSMHU, COJAEPKAIIMMH OCKOpOJICHHS,
arpeccuio, 3aryruBaHue; XyJIUTaHCTBO; COLMAIbHOE OOHKOTHPOBAHUE C MOMOIIBIO PA3TUUHBIX
UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO OOPBHOE ¢ KHOSPOYIIITUHTOM:

1.

W

He Opocaiicst B 60ii. JIyummii cmoco0: mocoBeToBaThCS Kak ce0si BECTH U, €CITU HET
TOro, K KOMY MOXHO OOpaTHTBCs, TO BHaudaje YCIHOKOWUThCSA. Ecim Thl HauHelb
OTBEYATh OCKOPOJICHUSIMM Ha OCKOPOJICHHMS, TO TOJBKO €Ile OOoJIbIIe Pa30xKellb
KOH(JIUKT;

VYnpasisii cBoel kubeppernyTranuei;

AHOHUMHOCTh B ceTh MHHUMas. CyIIecTBYIOT CIOCOOBI BBIICHHTb, KTO CTOMT 3a
AHOHHMMHBIM aKKayHTOM;

He crout BecTn xynuranckuii 00pa3 BUPTyalbHOH XU3HHU. VIHTEpHET (hUKCUpyeT BCE
TBOM JICHCTBUS M COXpaHSAET UX. Y JaUTh UX OyJeT KpailHe 3aTpyIHUTEIBHO;
Coburoait CBOM BUPTYaJIbHYIO YECTh CMOJIONY;

Wrnopupyit eauHu4HbBIN HeratuB. OHOPa30BbIe OCKOPOUTEIbHBIE COOOIIECHHS TyYIIe
UrHopupoBaTh. OOBIYHO arpeccHst MpeKpallaeTcs Ha HauyalbHOM cTaany;

ban arpeccopa. B nporpamMmmax oOMeHa MTHOBEHHBIMU COOOILICHUSMH, B COLTUAIBHBIX
CeTAX €CThb BO3MOXKHOCTb OJIOKHPOBKM OTIPABKU COOOLIEHUH C ONpEeAESeHHbIX
aZpecoB;

Ecimu T1el cBuzmerens kubOepOymumHra. TBoum nefcTBHA: BBICTYIUTH IIPOTHB
IpecieaoBarensi, NoKa3aTb €My, YTO €ro JEHCTBUS OLEHUBAIOTCA HETaTUBHO,
NOJIEP)KaTh KEPTBY, KOTOPOH HYXKHa IICUXOJIOTHYECKas IOMOIb, COOOLIUTH
B3pOCIBIM O (haKTe arpecCUBHOIO MIOBECHHUS B CETH.

Mobunvuwiii menegon

CoBpeMeHHbIe cMapT(OHBI U IUTAHIIETHI COAEPIKAT B ceOe BIIOJIHE B3POCIbIN (DYHKIIMOHAI,
U Telepb OHM MOTYT KOHKYPHPOBAaTh CO CTallMOHAPHBIMU KoMIbloTepamu. OJHAKO, CPEeNCTB
3aLIUTHI U151 TOAOOHBIX YCTPOUCTB MOKa 04eHb Mao. TecTupoBaHHe M MOUCK YA3BUMOCTEH B HUX
HPOUCXOAUT HE TaK MHTEHCUBHO, Kak [uis [1K, To jke camoe kacaeTcs 1 MOOMIIBHBIX TIPHITOKECHUI.

CoBpeMeHHBIE MOOMITBHBIE Opay3ephl YK€ MPaKTUYEeCKH JOTHAIM HACTOJIBHBIC aHAJIOTH,
OJIHAKO pacmupeHue (yHKIIMOHAIa BIeYeT 3a CO00H OONBIIYI0 CIOKHOCTP W MEHBIIYIO
3alIUIICHHOCTb.

Jlaneko He Bce MPOU3BOJIUTENM BBITYCKAIOT OOHOBJIEHHS, 3aKPBIBAIOIINE KPUTHUECKHE
YSA3BUMOCTH JJIsI CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /17151 0€30IaCHOCTH MOOMIIBHOTO TenedoHa:

1.

whw

Huuero He ABnsieTcs no-HacrosueMy oecriatieiM. byas ocroposken, Benb koraa rede
npeyIaraloT O0ecIulaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IUIATHbBIC
yCIIyru;

Hymaii, npexae yem otnpaButb SMS, ¢oro mnu Buneo. Thl TOUYHO 3HAEIIb, I'7I€ OHU
OyayT B KOHEYHOM HTOTE?

Heo6x0a1Mo0 0OHOBIIATH ONEPAITMOHHYIO CUCTEMY TBOETO CMapT(OHA;

Vcnonb3yit aHTUBUPYCHBIE POrPaMMBI AJIs1 MOOMIIBHBIX TENE()OHOB;

He 3arpyxail npuio>keHus: OT HEU3BECTHOTO MCTOYHHUKA, BEb OHU MOTYT COAEpXKaTh
BPEIOHOCHOE MPOTrPaMMHOE 00ECIIEUEHUE;



6. Ilocie Toro kak Thl BBIMACIIH C caiiTa, TJ€ BBOAWJ JIMYHYIO MH(POPMAIIHIO, 321 B
HacTpoWku Opaysepa u ynanu cookies;

7. llepuonuuecku NpoBepsA KaKue IJIATHBIC YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEDPE;

8. JlaBaii cBOil HOMEp MOOMJIBHOTO TenedOHa TOIBKO JIIOJSAM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSCIIb;

9. Bluetooth momkeH OBITH BBIKIIOYEH, KOT/Ia Thl MM HE Mousb3yembes. He 3a0biBait
MHOT A IPOBEPATH ITO.

Online uepot

CoBpeMEHHBIE OHJIAWH-UTPBI — 3TO KpPAaCOYHbIE, 3aXBATHIBAIOIIME pa3BIICUCHUS,
00BEIMHSIONINE COTHU THICSY YENIOBEK MO BCeMy MHUpY. MIpOKH MCCIeAyIOT AaHHBIA UM MHUD,
o01Iat0TCs IPYT € APYTrOM, BBITIOJIHSIOT 3aJJaHHsl, CPAXKAIOTCS C MOHCTPAMU U MOJIY4aloT OIBIT. 3a
yJIOBOJIBCTBUE OHM IUIATST: MOKYNAIOT JUCK, OIUIAYMBAIOT aODOHEMEHT WM MPHOOPETAIOT KaKue-
TO OILIHH.

Bce aTm cpenctBa uwIyT Ha TOJJIEp)KaHHE W Pa3BUTHE WIPHI, a TaKke HA caMmy
6C3OHaCHOCTB: COBCPHICHCTBYIKOTCA CHCTCMbBI ABTOPHU3AllMH, BBIIIYCKAOTCA HOBBIC IIaT4YU
(¢ poBBIC 3aTUTATKH JJIS TPOTPaMM), 3aKPHIBAIOTCS YSA3BUMOCTH CEPBEPOB.

B HO,I[O6HI)IX HUrpax CTOUT oOIlacaTbCia HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpaXu
TBOCTO MMapoJid, Ha KOTOPOM OCHOBaHAa CUCTEMA aBTOPU3AlNN OOJIBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 6€30MaCHOCTH TBOETO UTPOBOT0 aKKAYHTA!

1. Ecnm npyroit urpok BeAeT ceOs MI0X0 WK CO3AaeT TeOe HEMPUIATHOCTH, 3a0JIOKUPYH
€ro B CIIUCKE UTPOKOB;

2. Tloxamyiicss aaMHHUCTpaTOpaM MIPbl Ha IUIOXO€ TOBEIECHHE JTOT0 WIPOKa,

KeJaTeJIbHO MPWIOXKUThH KaKue-TO JJOKa3aTelIbCTBA B BUIE CKPUHOB;

He yxa3piBait inunyto nHpopMmanuro B npodaiisie urpsr;

VYBaxaii Ipyrux y4aCTHUKOB I10 UTPE;

He ycranaBnuBaii HeohunaabHbIE TATYH U MOJIBI;

Hcnons3yi CI0XKHBIE U pa3HbIE NTApOJIH;

Jlaxxe BO BpeMsi MUTpbl HE CTOMT OTKJIIOYaTh aHTUBUpPYC. [loka Tkl Urpaeiib, TBOU

KOMITBIOTEP MOTYT 3apa3uTh.

ok Ww

Duwiune unu Kpaosica TU4YHblX OQHHbIX

OObIuHOW Kpaxel JeHer W JIOKYMEHTOB CErofHs yXe HHKOro He yauBufiib, HO C
Pa3BUTHEM HHTEPHET-TCXHOJIOTMHA  3JIOYMBIIUICHHUKMA IIEPEMECTWIHCh B HMHTEPHET, U
IPOIOJDKAIOT 3aHUMATBCS «TIOOMMBIMY JEIIOM.

Tak mosiBUIach HOBAst yrpo3a: MHTEPHET-MOIIEHHUYECTBA WM (DUILUHT, TJIaBHAS LIEJb
KOTOPOTO COCTOHMT B TOJYYEHHH KOH(UICHIMAIBHBIX JAHHBIX IT0JIb30BAaTENICii — JIOTHHOB H
naposieii. Ha anrnumiickom si3bike phishing unraercs kak ¢ummsar (ot fishing — priOHas noBis,
password — mapoJb).

OcHOBHBIE COBETHI TTO OOPHOE C PUIITHTOM:

1. Crnemu 3a cBouM akkayHTOM. Eciam Tl mojo3peBaelib, YTO TBOS aHKeTa Oblia
B3JIOMaHa, TO HE00XO0IMMO 3a0JIOKHMPOBATH €€ U COOOINUTH aIMUHUCTpATOpaM pecypca
00 3TOM Kak MOXHO CKOpee;

2. Hcnonw3yit 6e30macHbIe BEO-CAlTHI, B TOM YHCJIE, HHTEPHET-MAara3uHOB U MOMCKOBBIX
CHUCTEM;



3. Hcmonp3yil ClIOXKHBIE U pa3HbIe Mapoiu. Takum oOpa3oM, eciid TeOsl B3JIOMAIOT, TO
3JI0YMBINUICHHUKY MOJIyYaT JOCTYI TOJIBKO K OJHOMY TBOEMY MPO]IIIIO B CETH, a HE
KO BCEM;

4. Ecnu Te0s B3IOMAaTH, TO HEOOXOIUMO MPEIYIPEIUTH BCEX CBOUX 3HAKOMBIX, KOTOPBIS

n00aBJIeHBl Y T€0SI B IPY3bsAX, O TOM, YTO T€OsI B3JIOMAald U, BO3MOXHO, OT TBOETO

UMEHU OY/IeT pacchUIaThCs CIIaM M CCHUTKH Ha (DUIITUHTOBBIC CANTHI;

YcranoBu HagexHbIN maposib (PIN) Ha MoOUITBHBIN TenedoH;

OTKII09M cOXpaHEHHe mapodisi B Opaysepe;

7. He oTkpbiBaii Gaityibl v Apyrye BIOKEHUS B MUChMaX JaKe €CJIM OHU MPHIILITH OT TBOUX
npy3ei. Jlydine yrouHu y HUX, OTIPABIISUTH JTU OHU TeOe ATH (paiiibl.

SN

Lugposas penymayus

[Mudposas peryranus - 3TO HEraTUBHAs WJIM MO3UTHBHAs MH(OpPMAIH B CETH O Tebe.
Komnpomerupyromas uHOpMaius pa3MelleHHass B MHTEPHETE MOXET CEpbEe3HBIM 00pazom
OTpa3UTbCsA Ha TBOEU peanbHOM >ku3HU. «L{udpoBas pemyranus» - 3T0 TBOH UMUK, KOTOPBIH
dbopmupyeTcst 3 HHPOpMaIUK O TeOe B MHTEPHETE.

TBOE MecCTO JXUTENbCTBA, Y4eObl, TBOE ((MHAHCOBOE MOJIOKEHNE, OCOOEHHOCTH XapaKTepa
U paccKasbl 0 OIM3KUX — BCE 3TO HAKATUIMBAETCS B CETH.

MHorue moJIpoCTKH JIETKOMBICIEHHO OTHOCSTCS K MyOJMKAIMK JIUYHONW MH(POpPMALUU B
WNuTepHeTe, He MOHUMAas BO3MOXKHBIX TTOCIeICTBHIN. ThI 1ake He CMOJKEIb JIOrafaThCs O TOM, 4TO
¢dororpadus, pazMerieHHas 5 JIeT Ha3aj, cTajla MPUYUHOM OTKa3a MPUHATH TeOs Ha padoTy.

Kommenrapuu, pazmenienie TBoux Gotorpaduii u aipyrue AeUCTBUS MOTYT HE UCUE3HYTh
JIa’Ke TIOCJIe TOTO, KaK ThI X YAaJIHIIb. Thl HE 3HACIIb, KTO COXPAHWI 3Ty WH(POPMAIIHIO, TIoTaa
JM OHAa B TMOMCKOBBIE CHCTEMBl M COXpPaHWJIACh JIM OHA, a TJABHOE: YTO MOJAYMAalOT O Tebe
OKpY’KaloIlee JIFOM, KOTOPbIe HAWAYT W yBUAAT 3T0. Haiith mHbOpMAIMi0O MHOTO JIET CITYCTS
CMOXeET JII000H — KaK U3 JJOOPBIX MOOYKACHUH, TaK U ¢ HAMEPEHHEM PUYUHUTH Bpel. ITO MOXKET
OBITH KTO YTOJTHO.

OCHOBHBIE COBETHI IO 3aITUTE ITUGPOBOM peITyTaIUH:

1. Tlomymaii, mpexxae yeM YTO-TO IMyOJMKOBAaTh W IepenaBaTh y ceOs B Oiore wiu B
COITMAJILHOM CETH;

2. B nactpoiikax npo¢uist ycTaHOBH OTpaHUYCHHUS HAa IPOCMOTP TBOETO MPOQMIIS U €ro
COAEPKUMOTO, CAEIal €ro TOIBKO ISl IPY3Eh»;

3. He pa3memaii u He yka3piBail HH(pOpPMAINIO, KOTOPasi MOXKET KOT0-IMOO OCKOPOIATH
WM OOMKaTh.

Aemopckoe npago

CoBpeMeHHbIE NIKOJIbHUKI— aKTUBHBIE M0JIb30BaTeIH LHU(poBoro npoctpancTsa. O1HAKO
JlalIeKO0 HE BCE 3HAIOT, YTO IOJIb30BAaHHE MHOTUMH BO3MOXHOCTSIMH LU(POBOro Mupa Tpedyer
coOII0ICHHSI TPaB HA MHTEJUIEKTYaIbHYI0 COOCTBEHHOCTb.

TepMuH «MHTEIUICKTyaldbHAasi COOCTBEHHOCTBY» OTHOCHTCS K Pa3JIMYHBIM TBOPCHHSIM
YEJIOBEYECKOT0 yMa, HAUMHAs C HOBBIX M300pETEHHI U 3HAKOB, 0003HAYAIONINX COOCTBEHHOCTh
Ha TPOJMYKTBI M YCIYTH , W 3aKaH4YWBas KHUramu, (ororpadgusmu, KHHODWUIBMAMH U
MY3BIKAIBHBIMU MPOU3BEICHUSIMHU.



ABTOpCKHE IIpaBa — 3TO MpaBa Ha WHTEIEKTYyaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JINTEPATYPbI U UCKYCCTBA. ABTOPCKHUE IIpaBa BHICTYNAIOT B KAUECTBE FapaHTUU TOT'O, YTO
MHTEJJICKTYaJIbHBIM/TBOPUECKUN TPYA aBTOpa He OyAeT HampacHbBIM, JAcT €My CIIpaBeAIUBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTaxX CBOETO TPYAA, NOJIYYUTh U3BECTHOCTh W NMPU3HAHHE.
HuxkTo 6e3 pa3pelieHus aBTopa He MOXKET BOCIIPOU3BOIUTH €r0 MPOU3BEICHUE, PACTIPOCTPAHSTH,
nyOoJIMYHO JIEMOHCTPUPOBATh, MPOAABAaTh, HWMIOPTHPOBATh, ITyCKaThb B MPOKAT, MyOJIWYHO
UCIIOJIHSATH, MIOKa3bIBATh/UCIIONHATD B 3Upe Ui pa3Mewiath B IHTepHeTe.

Vcnonb30BaHue «[MpaTCKOro» MpOrpaMMHOr0 00€CIIeYeHUsI MOKET MMPUBECTU K MHOTUM
pUCKaM: OT TOTEpU AAHHBIX K TBOMM aKKayHTaM J0 OJOKHPOBKH TBOETO YCTpPOWCTBa, e
YCTAQHOBJICHHBIN HeE JerainpHass mnporpamma. He cTouT Takke 3a0bIBaTh, 4TO CYIIECTBYET
JeraibHble U OeCIIaTHbIE IPOrPaMMBbl, KOTOPbIE MOXHO HAWTH B CETH.

O nopmane

CetreBnuok.p) — TBOIl TNaBHBIA COBETYMK B CETHU. 3/€Ch Thl MOXEIIb Y3HaThb O
0€30MacHOCTH B CETH NMOHATHBIM U JIOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU KPUTHUYECKOM
CUTyallud OOpaTUTHCS 3a COBETOM. A TaKXe MPUHATh y4acTHE B KOHKYpCax M CTaTh CaMbIM
UG POBBIM TpakJTaHUHOM !



